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Abstract: The proliferation of Internet of Things (IoT) devices in agricultural environments has introduced significant 
vulnerabilities in farm data transmission and storage, as conventional security architectures are ill-suited to the distributed, 
resource-constrained nature of agricultural sensor networks.  This study develops and evaluates a blockchain-IoT security 
framework for agricultural data management, integrating AES-256 symmetric encryption, RSA-2048 key distribution, 
SHA-256 hash chaining, and Ethereum smart contracts into a unified proof-of-concept architecture implemented in 
JavaScript and Web3.js, specifically targeting soil moisture sensors and weather stations.  The framework employs a 
hybrid cryptographic model combining symmetric encryption with cryptographic nonce and timestamp mechanisms to 
prevent man-in-the-middle (MITM) and replay attacks, validated through controlled simulation.  Security testing 
confirmed complete resistance to both attack vectors across all simulations.  Scalability evaluation, conducted by 
progressively simulating 100 to 1,000 concurrent IoT device connections, demonstrated stable operation up to 500 devices 
with confirmation times under 10 seconds at transaction volumes up to 400 TPS; degradation was observed at 600 devices 
(15 seconds) and became significant at 1,000 devices (25–30 seconds).  Throughput peaked at 400 TPS with sub-10-
second latency, surpassing Ethereum mainnet benchmarks while remaining within the performance range adequate for 
precision agricultural monitoring.  These results establish the proposed framework as a viable, cost-effective solution for 
securing agricultural IoT data pipelines, with particular applicability in resource-constrained farming environments. 
Keywords: blockchain-IoT framework, agricultural data management, IoT security, scalability, soil moisture sensors, 
weather stations 

Citation: Abisoye, O. A., K. Joshua, B. O. Abisoye, G. A. Babalola, and O. T. Akinwande. 2026. Development of a 
Blockchain-Internet of Things (IoT) Security Framework for Agricultural Data Management System. Agricultural 
Engineering International: CIGR Journal, 28(3): 273-284. 

 

1 Introduction 

The Internet of Things (IoT) describes a network of 
connected devices, sensors, and systems that exchange 
data to support different applications and services 
(Gurrammagari and Boopathy, 2025; Mouha, 2021). In 
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agricultural contexts, IoT devices have revolutionized 
farm management by enabling real-time monitoring of 
soil conditions, weather patterns, and crop health through 
sensors and automated systems (Rai, 2023). The 
deployment of agricultural IoT devices has facilitated 
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cost-effective processing and storage of farm data 
digitally, enabling vast data transmission through 
computer networks and high-tech retrieval systems. Due 
to the widespread adoption of agricultural IoT devices, 
substantial amounts of critical farming data are being 
collected from sensors monitoring soil moisture, 
temperature, humidity, and weather conditions (Haroon 
et al., 2016). 

The Internet of Things (IoT) in agriculture represents 
a transformative technology that facilitates real-time 
communication between farming devices, monitoring 
systems, and farm management platforms over the 
internet (Okubanjo et al., 2024). Its rapid adoption in 
precision agriculture, smart farming, and agricultural 
supply chain management brings with it critical concerns 
around data security. The distributed nature of 
agricultural IoT networks challenges traditional security 
methods used in farm data management. As highlighted 
by Al-Garadi et al. (2020), safeguarding the agricultural 
data exchanged among numerous connected sensors and 
monitoring devices is vital. Since farming data is often 
stored in cloud systems and shared across agricultural 
networks, breaches can lead to severe operational 
disruptions, crop management failures, and economic 
losses, underlining the need for advanced protective 
strategies specifically designed for agricultural 
applications (Newaz et al., 2021). 

Previous research in blockchain-based IoT security 
has paved the way for new solutions designed to tackle 
the specific needs and limitations of interconnected 
agricultural devices (Majid et al., 2022). Researchers 
have investigated different use cases, including supply 
chain management, asset tracking, precision farming, and 
agricultural data sharing. However, despite the potential 
benefits offered by blockchain technology for 
agricultural applications, several challenges remain to be 
addressed, including scalability for large farm operations, 
interoperability between different agricultural devices, 
privacy of sensitive farming data, and regulatory 
compliance in agricultural data management. Scalability 
is a major concern in blockchain-based agricultural IoT 
systems due to the rapid growth in connected farming 
devices and sensors. Traditional blockchains like Bitcoin 
and Ethereum struggle with high transaction volumes and 
low latency demands from real-time agricultural 

monitoring applications, making them less ideal for time-
sensitive farm operations.  

Ethereum, conceived by Vitalik Buterin in late 2013 
and officially launched in July 2015, is a decentralized 
and open-source blockchain that supports smart contract 
functionality. Unlike Bitcoin, which is mainly used as a 
digital currency, Ethereum was built to enable 
programmable transactions via smart contracts, self-
executing agreements with terms embedded directly in 
code. This innovation represented a major shift in the 
blockchain ecosystem, paving the way for a broad array 
of decentralized applications (dApps) and establishing 
the foundation for agricultural data management 
applications that require automated contract execution 
(Buterin, 2014). Initially, Ethereum used a Proof of Work 
(PoW) consensus mechanism, similar to Bitcoin. 
However, due to concerns over energy consumption and 
scalability limitations of PoW, Ethereum has been 
transitioning to a Proof of Stake (PoS) model through its 
Ethereum 2.0 or "Serenity" upgrade, which is particularly 
relevant for energy-conscious agricultural applications 
(Buterin, 2020). As Ethereum continues to develop, 
various challenges and research opportunities persist for 
agricultural applications. The ongoing rollout of 
Ethereum 2.0, the integration of Layer 2 scaling solutions, 
and the introduction of EIP-1559 (which revised the fee 
structure) are anticipated to address some of the existing 
scalability and usability challenges, particularly relevant 
to agricultural IoT implementations. However, 
regulatory scrutiny, particularly concerning agricultural 
data privacy and compliance remains a significant 
obstacle (Auer and Claessens, 2020). 

Given these challenges and opportunities in 
agricultural IoT security, this study aims to develop and 
implement a blockchain-IoT framework that enhances 
the security and integrity of agricultural data 
management systems. The research objectives are as 
follows: to design a blockchain-IoT framework 
specifically for agricultural applications; to implement 
the designed framework with agricultural data using 
appropriate blockchain and IoT technologies; to evaluate 
the framework security by measuring its encryption 
effectiveness through Man-in-the-Middle (MITM) and 
replay attack simulations; to evaluate the framework 
scalability by monitoring transaction throughput, latency 



September, 2026                    AgricEngInt: CIGR Journal Open access at http://www.cigrjournal.org                  Vol. 28, No.3       275 

and network stability at varying traffic levels typical of 
agricultural IoT deployments. 

This research contributes to knowledge by providing 
a practical implementation of a blockchain-IoT 
framework with a specific focus on agricultural data 
management applications; demonstrating measurable 
security improvements for agricultural IoT systems 
through empirical testing against common attack vectors; 
establishing concrete performance benchmarks for 
scalability assessment in agricultural contexts; and 
offering a cost-effective mechanisms solution suitable for 
resource-constrained agricultural environments. The 
paper is structured as follows: Section II presents the 
theoretical foundation and mathematical models; Section 
III details the methodology and system design; Section 
IV discusses implementation results and performance 
analysis; and Section V concludes with findings and 
recommendations for agricultural IoT security 
applications. 

2 Theoretical analysis 

2.1 Cryptographic foundation and security model 

2.1.1 Encryption and data integrity framework 
The blockchain-IoT framework employs a hybrid 

cryptographic approach combining symmetric and 
asymmetric encryption for agricultural data security. The 
Advanced Encryption Standard (AES-256) provides 
symmetric encryption following the National Institute of 
Standards and Technology (NIST) specifications (NIST, 
2001), while RSA-2048 handles key distribution based 
on the foundational work of Rivest et al. (1978). The core 
encryption mechanisms can be mathematically 
represented as: 

𝐸𝐸(𝐷𝐷)  =  𝐴𝐴𝐴𝐴𝐴𝐴_𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸(𝐾𝐾_𝑠𝑠𝑠𝑠𝑠𝑠,𝐻𝐻(𝐷𝐷) || 𝐷𝐷 || 𝑇𝑇 || 𝑁𝑁)      (1) 
Where, 

E(D) is the encrypted agricultural data package; 
D is the original IoT agricultural data vector D = {d₁, 

d₂, ..., dₙ}; 
K_sym is the 256-bit symmetric encryption key; 
H(D) = SHA-256(D) provides cryptographic 

integrity; 
T is Unix timestamp for temporal validation; 
N is a cryptographic nonce for replay attack 

prevention; 
|| is the concatenation operation; 

The symmetric key K_sym is securely distributed 
using RSA public key encryption (Rivest et al., 1978): 

𝐾𝐾_𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 =  𝑅𝑅𝑅𝑅𝑅𝑅_𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸(𝐾𝐾_𝑝𝑝𝑝𝑝𝑝𝑝,𝐾𝐾_𝑠𝑠𝑠𝑠𝑠𝑠) . ..             (2) 
Where, 

 K_pub is the recipient's public key from the RSA-
2048 key pair. 
2.1.2 Security strength analysis 

The cryptographic strength analysis follows 
established security parameter frameworks (Katz and 
Lindell, 2020). For AES-256, the security level is 2^128 
operations against brute force attacks, while RSA-2048 
provides approximately 2^112 security level (Barker, 
2020). The overall system security follows the principle 
that security is determined by the weakest component 
(Schneier, 2015):   

min(2128, 2112)  =  2112 

2.1.3 Hash chain integrity model 
Agricultural data integrity is maintained through a 

cryptographic hash chain mechanisms based on Merkle 
tree principles (Merkle, 1987): 

𝐻𝐻_𝑐𝑐ℎ𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖)  =  𝑆𝑆𝑆𝑆𝑆𝑆 − 256(𝐻𝐻_𝑐𝑐ℎ𝑎𝑎𝑎𝑎𝑎𝑎(𝑖𝑖 −

1) || 𝐷𝐷_𝑖𝑖 || 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡_𝑖𝑖)                                                                 (3) 
Where, 

 H_chain(0) is the genesis hash, ensuring tamper-
evident storage of sequential agricultural measurements. 
2.2 Blockchain consensus and validation model 
2.2.1 Smart contract validation function 

The validation process follows established smart 
contract security principles (Atzei et al., 2017) and 
implements multi-stage verification based on Byzantine 
fault tolerance requirements (Castro and Liskov, 1999): 

𝑉𝑉(𝐸𝐸(𝐷𝐷))  =  𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶(𝐴𝐴𝐴𝐴𝐴𝐴ℎ(𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠)  ∧
 𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉(𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠)  ∧  𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉(𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑_𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓)  ∧

 𝐶𝐶ℎ𝑒𝑒𝑒𝑒𝑒𝑒(𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡))                                                        (4) 
Where,   

Auth (sender): Device authentication verification 
Verify (signature): Digital signature validation using 

ECDSA 
Validate (data_format): Agricultural data schema 

compliance 
Check (timestamp): Temporal consistency 

verification 

2.2.2 Consensus probability model 
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For Ethereum's Proof-of-Stake consensus mechanism 
(Buterin and Griffith, 2017), the probability of successful 
validation follows distributed consensus theory: 

𝑃𝑃(𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐) =  ∏(𝑖𝑖 = 1 𝑡𝑡𝑡𝑡 𝑛𝑛)𝑃𝑃(𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑟𝑟𝑖𝑖𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎)   (5) 
Where n is the number of validators, and individual 

validator acceptance follows: 
𝑃𝑃(𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣_𝑖𝑖 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎)  =  1 −  𝑃𝑃(𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛_𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓)  ×

 𝑃𝑃(𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣_𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒)                         (6) 
2.3 Network performance and scalability model 
2.3.1 Throughput analysis 

The theoretical maximum throughput analysis 
follows blockchain performance modeling principles 
established by Croman et al. (2016): 

𝑇𝑇𝑇𝑇𝑇𝑇_𝑚𝑚𝑚𝑚𝑚𝑚 =  (𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 ×  𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁_𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢) /

 (𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 ×  𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵_𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡)                            (7) 
For Ethereum Sepolia: 
Block_size ≈ 30M gas 
Agricultural_transaction_gas ≈ 21,000 gas 
Block_time ≈ 12 seconds 
TPS_max ≈ (30M × 0.8) / (21,000 × 12) ≈ 95 TPS 

2.3.2 Latency model 
End-to-end latency modeling follows network 

performance analysis methodologies (Tanenbaum and 
Wetherall, 2011): 

𝐿𝐿_𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 =  𝐿𝐿_𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 +  𝐿𝐿_𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 +  𝐿𝐿_𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 +

 𝐿𝐿_𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐             (8) 
Where, 

L_encryption = O(n) for data size n 
L_network = RTT + propagation delay 
L_consensus = f (network_congestion, gas_price) 
L_confirmation = k × block_time (k confirmations) 

2.3.3 Scalability constraints 
The system scalability is bounded by: 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶_𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 =
 𝑚𝑚𝑚𝑚𝑚𝑚(𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁_𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏ℎ,𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃_𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝, 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆_𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐)      

                                                                                 (9) 
Network congestion factor: C(t) = Request_rate(t) / 

Service_rate 
When C(t) > 1, the system experiences performance 

degradation. 
2.4 Agricultural IoT-Specific models 
2.4.1 Sensor data validation model 

Agricultural sensor data validation applies standard 
statistical bounds (Montgomery, 2020): 

Valid(data) = (μ - 3σ ≤ data ≤ μ + 3σ) ∧ (rate_limit_check) (10) 

Where μ and σ are the historical mean and standard 
deviation for specific sensor types. 
2.4.2 Data aggregation and compression model 

For agricultural sensor networks, data can be 
aggregated following established IoT data fusion models 
(Tzounis et al., 2017): 

𝐷𝐷_𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 =
 𝑓𝑓(𝐷𝐷₁,𝐷𝐷₂, . . . ,𝐷𝐷ₙ, 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠_𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐, 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡_𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐)   

(11) 
This reduces blockchain storage requirements while 

maintaining data utility for agricultural decisions. 
2.4.3 Energy consumption model 

Power consumption for agricultural IoT devices 
follows the standard energy decomposition model 
(Anastasi et al., 2009): 

𝑃𝑃_𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 =  𝑃𝑃_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 +  𝑃𝑃_𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 +

 𝑃𝑃_𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 +  𝑃𝑃_𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒               (12) 
Where each component follows specific power 

models based on device specifications and operation 
frequency. 
2.5 Security threat model and analysis 
2.5.1 Attack vector analysis 

The framework addresses the following attack 
vectors: 

Threat_Model = {Man-in-Middle, Replay, Spoofing, 
DoS, Data_tampering} 

Each threat T has an associated probability P(T) and 
impact I(T), following established risk assessment 
frameworks (Pfleeger and Pfleeger, 2019): 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅(𝑇𝑇)  =  𝑃𝑃(𝑇𝑇)  ×  𝐼𝐼(𝑇𝑇)                           (13) 
2.5.2 Cryptographic security proof sketch 

Theorem: The framework provides semantic security 
under the assumption that AES is a pseudorandom 
permutation and SHA-256 is collision-resistant. 

Proof Outline: Any adversary distinguishing 
encrypted agricultural data from random with non-
negligible advantage can be used to break either AES or 
SHA-256 assumptions. 

3 Materials and methods 

3.1 Design 
3.1.1 System architecture overview 

The blockchain-IoT framework for agricultural data 
management systems represents a specialized solution 
designed to bridge the gap between farm-based IoT 
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sensors and secure blockchain storage. This framework 
addresses the unique requirements of farming data, 
including real-time monitoring of soil conditions, 
weather parameters, and crop health metrics, while 
ensuring data integrity and security throughout the 
agricultural data lifecycle (Zhang et al., 2022; Patil et al., 
2025).  

The blockchain-IoT framework leverages established 
cryptographic standards, including AES-256 symmetric 
encryption (NIST, 2001), RSA-2048 asymmetric 
encryption for key management (Rivest et al., 1978), and 
SHA-256 hashing algorithms (NIST, 2015) to create a 
comprehensive security solution tailored for farming 
applications. The integration of these proven 
cryptographic methods with blockchain technology 
provides the necessary security foundation for protecting 
sensitive data. 
3.1.2  The Proposed system architecture 

The proposed system, illustrated in Figure 1, consists 
of an IoT gateway, data processor, blockchain connector 
network, policy management system, and user interface. 

It involves data collection, processing, validation, secure 
transmission, and storage on the blockchain, with 
security policies enforced through a user-friendly 
interface.  

IoT Gateway manages the process of fetching data 

from agricultural IoT devices (soil moisture sensors, 

weather stations, crop monitors), processing agricultural 

data according to farming standards, and preparing it for 

secure storage on the blockchain. Protocol Stack: The 

IoT Gateway in Figure 1 uses HTTP/MQTT for device 

communication, as these are standard in Node.js-based 

IoT gateways. Blockchain Connector is abstract class 

defining the interface for blockchain interactions 

specifically optimized for agricultural data transactions 

and farming operation requirements. Ethereum 

Connector is a concrete implementation of Agricultural 

Blockchain connector for Ethereum, designed to handle 

agricultural data transactions efficiently and cost-

effectively.

 
Figure 1 The proposed system architecture 

3.1.3  Sequence diagram of the proposed system 
Figure 2 illustrates the sequence diagram of the 

proposed blockchain–Internet of Things connector, 

showing the step-by-step interactions between the 

Administrator, IoT Devices, IoT Gateway, Blockchain 

Connector, Blockchain Network, and User. 

The sequence begins with the Administrator 
configuring the IoT devices, after which the devices 

collect data and transmit it to the IoT Gateway. The IoT 
Gateway processes the data through validation, 
transformation, and encryption before forwarding the 
processed data to the Blockchain Connector. The 
Blockchain Connector then transmits the data to the 
Blockchain Network for secure storage and retrieval. 
Additionally, the Administrator interacts with the system 
to view data logs and manage user roles and permissions, 



September, 2026                     Development of a blockchain-internet of things (IoT) security framework                  Vol. 28, No.3       278 

ensuring proper system monitoring and control. 

 
Figure 2 Sequence diagram of the proposed system. 

3.2 Flowchart of the proposed system 
Figure 3 presents the flowchart of the blockchain–

Internet of Things framework, illustrating the sequential 

processes and interactions between the various system 
components and actors. 

 
Figure 3 Flowchart of the proposed system 
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It begins with the administrator configuring IoT 
devices, followed by data collection from these devices 
and processing at the IoT Gateway according to 
predefined policies. The processed data is then 
transmitted to the blockchain for secure storage. Users 
monitor real-time data and receive alerts based on 
specific conditions, while the administrator views data 
logs for auditing and manages user roles and permissions.  

4 Results and discussion 

4.1 Testing 
To evaluate the performance of the system, tests were 

performed by simulating an increasing number of IoT 
devices. Each test was conducted manually to evaluate 
how the system handles growing traffic volumes. 
4.1.1 Security testing 

Figure 4 shows a sample console output from the 
simulated security tests conducted to evaluate the 
framework’s resistance to common attack vectors, 
including Man-in-the-Middle (MITM) and replay attacks.

 
Figure 4 Sample console output of simulated security test results 

 

 
Figure 5 Sample console output of simulated scalability test results 

 
Figure 6 Load test simulation 

To ensure the security of the blockchain-internet of 
things connector, a series of internal tests were conducted 

using controlled simulations. As shown in Figure 4 the 
tests were carefully designed to mimic common attack 
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scenarios without relying on external testing tools. 
Man-in-the-Middle (MITM) attack simulation: 

The security of the data transfer between IoT devices and 
the blockchain was evaluated by manually attempting to 
intercept communication. However, the encryption 
protocols in place ensured that the intercepted data 
remained encrypted and unreadable, validating the 
system’s resistance to unauthorised data access. 

Replay attack simulation: To test for replay attacks, 
previously valid transactions were recorded and then re-
injected into the blockchain. The system successfully 
identified these as duplicates based on its cryptographic 
timestamp mechanism, and the attempts to re-process the 
transactions were rejected. This proved the system's 
ability to prevent replay attacks and maintain transaction 
integrity. 

Smart contract security validation: The smart 
contract logic was manually reviewed, paying close 
attention to potential vulnerabilities such as infinite loops, 
reentrancy issues, and improper access control 
mechanisms. Each function in the contract was tested by 
sending different types of input data. No major flaws 
were identified, confirming that the smart contracts were 
secure and capable of handling IoT requests without 
exposure to critical vulnerabilities. 

These findings are consistent with Al Hwaitat et al. 
(2023), who confirmed the susceptibility of unencrypted 
IoT streams to MITM and replay vectors, validating the 
necessity of the AES-256 and timestamp-nonce 
mechanisms employed here. 

4.1.2 Scalability testing 
To assess the scalability of the system, tests were 

performed by simulating an increasing number of IoT 
devices. As shown in Figure 5, each test was conducted 
to evaluate how the system handles growing traffic 
volumes. 
4.2 Simulation results 
4.2.1 Load test simulation 

The number of simulated connected agricultural IoT 
devices was progressively increased from 100 to 1,000, 
with each device regularly sending agricultural sensor 
data (soil moisture, temperature, humidity) to the 
blockchain through the connector. As shown in Figure 6, 
the framework comfortably handled up to 500 
simultaneous agricultural device connections without 
any significant delays in data processing. However, as the 
number of agricultural data transactions increased 
beyond this, there was a gradual slowdown in the 
confirmation times, which could impact real-time 
agricultural monitoring applications. 
4.2.2 Transaction throughput and latency  

For each load level, the time it took for transactions 
to be included in a block was measured. As shown in 
Figure 7, with up to 100 transactions per second (TPS), 
the average time per transaction remained under 10 
seconds. At higher transaction volumes (700 TPS and 
above), this time increased to 20-30 seconds, 
demonstrating the system's limitation under heavier loads.

 
Figure 7 Transaction throughput and latency 
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4.2.3 Network stability observation 
Throughout the scalability tests, the framework 

behaviour was measured by observing how the devices 
communicate with the blockchain and how many data 
transactions were successfully confirmed. As shown in 
Figure 8, even at higher traffic levels, the system 
remained stable, with no major disconnections or failures 
between devices and nodes. The tests defined stability via 
Connection Continuity: No disconnections below 800 
devices. For Packet Loss: <1% at 600 devices, rising to 
"significant concerns" at 1,000 devices. In Latency 

Consistency: Confirmation times deviated ≤10% under 

threshold loads (Table 1). This stability demonstrates that 
the system can handle a moderate number of IoT devices 
effectively 

The results of these internal tests demonstrate that the 

system is secure against common attack vectors and 

scales well up to a moderate number of transactions. 

While the security measures were proven robust, 

scalability performance began to degrade as transaction 

volume increased, indicating the need for future 

improvements, such as optimizing the consensus 

framework for high-load environments. 

 
Figure 8  Network stability observation 

4.3 TPS benchmarks & context 
The framework peaked at 400 TPS with <10s latency 

as depicted in Table 1, which is suitable for most 
agricultural monitoring applications. Ethereum Sepolia 
was benchmarked with Ethereum Mainnet. Ethereum 
Mainnet Peaks at: ~15--30 TPS (PoW) and ~100 TPS 

(PoS post-merge). At Layer 2 solutions, the Polygon PoS 
shows: ~7,000 TPS and Arbitrum: ~4,000 TPS. Thus, the 
developed agricultural IoT framework very well 
outperforms Ethereum mainnet but lags behind Layer 2 
solutions, highlighting scalability as a limitation for 
large-scale agricultural deployments.

Table 1 Transaction throughput and latency 

Transaction volume (TPS) Average confirmation time 

100 < 10 seconds 

200 < 10 seconds 

400 < 10 seconds 

600 15 seconds 

800 20 seconds 

1000 25-30 seconds 

 
At Layer 2 solutions, the Polygon PoS shows ~7,000 

TPS, and Arbitrum: ~4,000 TPS. Thus, the prototype 
very well outperforms Ethereum mainnet but lags behind 

Layer 2 solutions, highlighting scalability as a limitation. 
4.4 Comparison with related work 

Table 2 presents a comparative summary of the 
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proposed framework against related works in blockchain-
IoT security across four dimensions: throughput, latency, 
scalability, and security coverage. The results obtained in 

this study are broadly consistent with and in several 
respects extend findings from existing literature. 

Table 2 Comparison of the proposed framework with related works 

Study 
Blockchain 

platform 
Encryption used 

Attack resistance 
tested 

Peak throughput Latency Scalability 

Croman et al. 
(2016) 

Ethereum (PoW) Not specified Not specified 15–30 TPS High Not specified 

Chen et al. (2022) 
Hyperledger 

Fabric 
AES encryption Not specified 110 TPS Scales with load 

IIoT enterprise 
scale 

Zhang et al. (2022) Consortium (HLF) Not specified 
M2M 

communication 
threats 

50–80 TPS 50 ms–2 s 
Tested under 

varying 
connections 

Haque et al. 
(2024) 

DPoS + sharding Not specified General security 
~500 TPS (test 

load) 
~11 ms 

Linear to 500+ 
nodes 

Proposed 
Framework 

Ethereum Sepolia 
(PoS) 

AES-256 + RSA-
2048 + SHA-256 

MITM + Replay 
(full resistance) 

400 TPS <10 s (≤400 TPS) 
Stable to 500 

devices 

Regarding throughput, Croman et al. (2016) 
established that Ethereum mainnet achieves 15–30 TPS 
under standard conditions, a baseline that the present 
framework surpasses at up to 400 TPS on the Ethereum 
Sepolia testnet. It is acknowledged that testnet conditions 
involve lower congestion than mainnet; nonetheless, 
these results demonstrate the architectural viability of the 
framework for agricultural IoT workloads. Chen et al. 
(2022), implementing a Hyperledger Fabric-based IIoT 
data sharing scheme with AES encryption, reported a 
peak throughput of 110 TPS — a figure the proposed 
framework exceeds while additionally incorporating 
RSA-2048 key management and SHA-256 hash chaining 
for a more comprehensive cryptographic architecture. 
Zhang et al. (2022), proposing a consortium blockchain 
IoT service platform on Hyperledger Fabric, achieved 
50–80 TPS with latency ranging from 50 ms to 2 seconds 
under light-to-moderate workloads, demonstrating that 
consortium architectures offer lower latency at the cost 
of reduced throughput compared to the Ethereum PoS 
approach adopted here.The present framework addresses 
these exact vectors through AES-256 encryption and 
cryptographic timestamp-nonce mechanisms, achieving 
complete resistance in both simulations — a security 
coverage not explicitly demonstrated by Chen et al. 
(2022) or Zhang et al. (2022). In terms of scalability,It is 
noted, however, that more recent frameworks employing 
lightweight consensus mechanisms such as Delegated 
Proof of Stake with sharding (Haque et al., 2024) achieve 
substantially higher throughput (~500 TPS test load) with 
significantly lower latency (~11 ms), highlighting 

consensus algorithm selection as a key direction for 
future optimisation of the proposed framework. 
Collectively, these comparisons demonstrate that the 
proposed framework performs competitively with 
comparable systems in the literature, with particular 
strengths in cryptographic comprehensiveness and 
verified security resistance, while scalability and latency 
improvements remain areas for future development. 

4 Conclusion 

The research findings highlighted the substantial 
potential of the blockchain-IoT mechanisms in 
improving agricultural data security. By integrating 
blockchain with agricultural IoT systems, a robust 
framework was established that guarantees agricultural 
data integrity, confidentiality, and traceability. Storing 
agricultural IoT data in an encrypted format on the 
blockchain through the framework creates a tamper-
proof and transparent system, which is essential for 
agricultural applications that demand high levels of trust 
and security in farming data management. This 
framework presents a viable solution to the security 
issues encountered in agricultural IoT applications, 
where the accuracy and reliability of farming data are 
critical for crop management, yield optimization, and 
sustainable farming practices. The successful 
combination of encryption, blockchain, and agricultural 
IoT technologies in this framework opens opportunities 
for creating more secure and efficient agricultural data 
management systems. 

This blockchain-IoT framework is recommended for 
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secure agricultural IoT solutions in precision farming, 
environmental monitoring, and agricultural supply chain 
management. It should support various agricultural 
devices, implement advanced smart contracts for farming 
operations, and have a user-friendly interface designed 
for farm administrators. Pilot tests in real agricultural 
environments and integration with other blockchain 
platforms are essential for flexibility in different farming 
contexts. The ongoing rollout of Ethereum 2.0, the 
integration of Layer 2 scaling solutions, and the 
introduction of EIP-1559 are anticipated to address some 
of the existing scalability and usability challenges for 
large-scale agricultural deployments. Decentralized 
storage solutions like IPFS can also enhance scalability 
for agricultural data management, particularly for storing 
large datasets from agricultural sensors and farm 
monitoring systems. 

Future research should focus on optimizing the 
framework for larger agricultural enterprises, 
implementing machine learning capabilities for 
predictive agricultural analytics, and developing 
specialized smart contracts for different types of farming 
operations. Additionally, investigating the integration of 
the framework with existing farm management systems 
and exploring its application in agricultural supply chain 
traceability would provide valuable insights for the 
agricultural technology sector. 
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